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Cybersecurity & Infrastructure Security Agency (CISA)
In November 2018, the Cybersecurity and Infrastructure Agency (CISA) was founded to address the nation’s growing
cyber risk. Headquartered in Rosslyn, Virginia, CISA an annual budget of more than $3.5 Billion and 3000+ FTEs. CISA is
under the umbrella of the Department of Homeland Security and is funded directly by Congress and the President.

▪ Led by Jen Easterly, Director of the Agency Head (S1) and Nitin Natarajan, Deputy Director (S2)
▪ CISA is uniquely positioned to partner with the public, private, SLTT and the FCEB. Our authorities differ from the DOD.
The reason we can work with the commercial sector is because we do NOT share data with the DOD, which many
businesses and enterprises interpret as “Big Brother”
▪ During the last election cycle, CISA gained nationwide awareness when our former Director Christopher Krebs, went
onto 60 minutes and certified the elections as fair and conducted without any evidence of widespread voter-fraud
▪ CISA is the nation’s risk advisor and in its brief existence has quickly offered a catalog of services, which are FREE, and
a wealth of resource material to educate yourself in the world of cyber. CISA offers automated free automated
scanning of your network if you sign up under the cyber hygiene program: vulnerability@cisa.dhs.gov
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Fusion Enables VM’s (Left-of-Boom) Success
Fusion’s Cyber Portfolio
Mission – Enable our customers and stakeholders to be
successful by providing quality services and tools, focusing on
consistent and efficient support, and maintaining
infrastructure resiliency by optimizing people, process, and
technology

Fusion

Vision - Fusion to be recognized as providing premier “best in
class” solutions to advance mission support services and solve
our nation’s most important challenges through software,
hardware, products and services
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CYBER in a NUTSHELL
“We consider the digital age to be the epitome of civilized advancement,
with the ability for users to work, play, communicate and relax just by
letting their smartphone connect to the systems and services available
around the world.
But the ecosystem underneath all of that advancement is anything but
civilized and more closely represents the wild west!“
-- Jeremy Willingham, “Ethical Hacker”, Light Storm Security
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A Brief History of Cyber Risk
If you are feeling nervous, then you should.
Here are just a few examples from the news
in the last 3 years:
1. Elections & Voter Fraud 2020: False
Hype & Panic
2. Flint, Michigan 2020 : water
contamination & exposure
3. Colonial Pipeline 2021: Cyberattack
on computerized equipment
4. SolarWinds 2021: Backdoor to the
government
5. Log4J 2021: Apache and Java which
dominate the IT landscape
6. Ransomware 2022: Everyone
Everywhere, especially healthcare
7. Nvidia DLLs 2022: Insider Threat

The historical reasons for how we got here starts 40+ years ago when much of our early network
topology was being realized. But the growth was uneven, with localized population densities,
poorly constructed server farms, lack of understanding of distributed services, data protection,
identity and access management. None of these things were understood to the sophistication we
should have anticipated for our modern times.
•
•

•
•

•

FRACTURED LANDSCAPE: Cyber risk originates from the underpinning networks and
applications, devices and even humans which is a fractured, complex landscape that’s
growing more complex by the minute
NON-SAVVY USER BASE: super young and super old who have no idea what cybersecurity is
or where to begin to protect themselves.
RISK PRONE CRITICAL INFRASTRUCTURE: Many of our core services like water/power grid or
oil and gas pipelines run on antiquated mainframes or devices with ancient drivers and code
bases or custom-built software that can’t be upgraded without disruption.
TETRIS GROWTH: The Telecom rise, boom and bust of the 1990s/2000s stemming from the
anti-trust breakup of AT&T, spawned the telecom race that sped networking into the digital
future - straight into the cloud - with myriad devices, globally connected populations and
bastions of data maintained by companies and also Google, Apple, Microsoft, Facebook,
LinkedIn, Amazon, Expedia, YouTube, Uber, and on and on
FUZZY BORDERS: Self-service and automation is now an expectation. Devices self report to
home base using your Wi-Fi while also informing you that you are out of orange juice and
now your car, your phone and Google know you went to the store to get Orange Juice.
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The Wild Wild West (not the world wide web)
THE STARRING CAST & SCENE:
•
•
•
•
•
•
•
•

Cowboys (pen testers, ethical hackers),
Outlaws & Bandits (malicious actors of all types)
Local Sheriffs*** (defenseless IT staff with primitive tools like firewalls, IDS, AV …at least we hope so!!)
Wooing, Courtship, and Damsels-in-Distress (unsuspecting victims of Phishing, Imposter and other Social Engineering Attacks)
High Stakes rampages and trap doors (SolarWinds, log4J, anything Windows…)
Goldmines (most critical data assets)
Trains and Cargo barreling unevenly down the track (state of our infrastructure as it struggles to keep up)
Saloon Style Showdowns (ransomware like Colonial Pipeline)

References:
▪ For the Sheriffs: https://arstechnica.com/information-technology/2021/02/breached-water-plant-employees-used-the-sameteamviewer-password-and-no-firewall/
▪ For the Outlaws or the Phishing: https://pasoroblesdailynews.com/famous-phishing-attacks-we-can-learn-from/144353/
▪ For the Cowboys (showing a success rate of over 85% in exploiting a
vulnerability): https://www.rapid7.com/blog/post/2018/07/24/under-the-hoodie-2018-lessons-from-a-season-of-penetrationtesting/#:~:text=Exploitation%20Success%20Rates,or%20gains)%20local%20network%20access
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Ransomware Hits Everyone
▪ In 2020, thousands of businesses, hospitals, school districts, city
governments, and other institutions in the U.S. and around the world
were paralyzed as their digital networks were held hostage by
malicious actors seeking payouts.
▪ The immediate physical and business risks posed by ransomware
are compounded by the broader societal impact of the billions of
dollars steered into criminal enterprises, funds that may be used for
the proliferation of weapons of mass destruction, human trafficking,
and other virulent global criminal activity.
▪ Ransomware is not just financial extortion; it is a crime that
transcends business, government, academic, and geographic
boundaries. It has disproportionately impacted the healthcare
industry during the COVID pandemic.
▪ Ransoms paid by private firms siphon millions of dollars toward
criminal enterprise every year. The total amount paid by
ransomware victims increased by 311% in 2020, reaching nearly
$350 million worth of cryptocurrency.
Source: Ransomware Task Force (Institute for Security + Technology)
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Ransomware as a National Security Threat
▪

In October 2020, hackers compromised the computer networks of
roughly a dozen medical centers across the United States. These attacks
forced the cancelations of surgeries and disruptions in patient care.
▪

▪

Threats to Critical Infrastructure - Ransomware attacks have shut down
the operations of critical national resources, including military facilities.
▪

▪

Example: The University of Vermont Medical Center (UVM) was forced to
furlough or reassign about 300 employees as the hospital’s networks were
taken offline in the midst of the COVID pandemic, and patients were
turned away from scheduled cancer treatments and other medical
procedures. The company’s President and COO estimated the attack
would cost roughly $64 million before systems were fully restored

Example: In 2019, a ransomware attack shut down the operations of a
U.S. Coast Guard facility for 30 hours,6 and in February 2020, a
ransomware attack on a natural-gas pipeline operator halted operations
for two days. Attacks on the energy grid, on a nuclear plant, waste
treatment facilities, or on any number of critical assets could have
devastating consequences, including human casualties.

Risks to Public Health - Hospitals and other medical centers are a favorite
target for ransomware criminals.
▪

Example: In 2020, 560 healthcare facilities were hit by ransomware
attacks in the U.S. alone. These incidents not only cost the victims millions
of dollars in recovery, but they also have led to delays in patient treatment,
and possibly loss of life.

▪

Source: Ransomware Task Force (Institute for Security + Technology)
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Ransomware is a Global Problem!!

Source: Ransomware Task Force
(Institute for Security + Technology)
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Key Takeaways
➢ Cybersecurity is NOT a choice, its mandatory even at the C-Suite executive level as a priority
➢ Beware of fads (new emerging technologies that may not be fully vetted). But you MUST also keep
up with modern trends (VPN → SSO)
➢ Know where your software comes from (Software Build of Materials SBOM, supply chain)
➢ PARTICIPATE! Learn from the community. These topics aren’t as scary as they would seem and
the approach to protection can be as simple as patching and defense-in-depth strategies
➢ CISA’s President’s Cup → Offers hackers a chance to team up and “ethically hack” into a target
while competing with other teams
➢ PATCH, PATCH, PATCH!!

➢ Plan for Disaster Recovery, Plan for Continuity, Plan for Defense-in-Depth
➢ CISA is your friend → Shields Up Initiative → FREE services aimed at public/private/FCEB entities.
➢ Sign up for our Cyber Hygiene Program as a first step or take a Customer Self Evaluation Test
(CSET). Send all inquiries to vulnerability@cisa.dhs.gov
Aastha Verma
June 23, 2022

11

Helpful Resources:
▪
▪
▪
▪
▪
▪
▪
▪
▪
▪
▪
▪
▪
▪
▪

Homepage | CISA
Stop Ransomware | CISA
Ransomware Guide | CISA
CISA MS-ISAC Ransomware Guide - CISA_MS-ISAC_Ransomware Guide_S508C_.pdf
Healthcare and Public Health Sector | CISA
CISA Regions | CISA
Shields Up | CISA
Bad Practices | CISA
Stuff Off Search | CISA
CISA Tabletop Exercises Packages | CISA
Releases · cisagov/cset · GitHub
Cyber Hygiene Services | CISA
Homepage | US-CERT.CISA
National Cyber Awareness System | CISA
Known Exploited Vulnerabilities Catalog | CISA
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