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Top risks and the macroeconomic environment

Sustained 
inflation

Russia-Ukraine 
conflict escalation 

US-China
competition

Top risks in Q3 2022 Global supply chain pressure
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Source: Federal Reserve Bank of New York
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Macro environment

INFLATION. Rising input costs lead to 
output prices. Supply chains can be a 
vehicle of higher prices. Inventories are 
impacted, stocks could depreciate 
during a recession.

HIGHER RATES. Increased the cost of 

capital. What’s the bargaining power 

you have in your relationship with your 

sellers/buyers?

FX RISK. Economic and political 
uncertainty lead to currency 
fluctuations. 
• Currency diversification.
• Forward and backward linkages in 

the supply chain 

Source: D&B’s Global Business Risk 
Report

https://www.dnb.com/perspectives/finance-credit-risk/quarterly-global-business-risk-report.html#:~:text=Top%2010%20risks%20%20%20%20Ranking%20,%20%203%20%206%20more%20rows%20
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Supply chain resilience and data analytics 

A framework for resilience

VISIBILITY. 
Like any other 
institution, for 
governments too the 
first step towards 
identifying supply 
chain risk is to have 
comprehensive view 
of their supply 
chains.

RESILIENCE

AGILITY. 
Visibility is a 
necessary condition 
to achieve 
flexibility/agility, that 
is the ability to 
quickly adjust to 
shocks while 
minimizing the 
impact on costs.

TRUST. 
Trust and stable 
buyer-supplier 
relationships can act 
as shock absorbers 
during crises: 
payment terms can 
be extended, prices 
can remain 
unchanged, etc…

DIVERSIFICATION

Trends

Transition to 
cleaner energy

‘Slowbalization’ 
and recoupling of 

trade flows
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Insights:

• Dun & Bradstreet Country Risk: 
www.dnbcountryrisk.com

• Get in touch to know more about our new sectoral 
indicators and bespoke offering at 
countryinsight@dnb.com

Solutions:

• D&B Finance Analytics – credit intelligence

• D&B Risk Analytics - supplier intelligence

• Get in touch at hello@dnb.com

• Find out more at www.dnb.co.uk
USEFUL 
RESOURCES

http://www.dnbcountryrisk.com/
http://www.dnbcountryrisk.com/
http://www.dnbcountryrisk.com/
mailto:countryinsight@dnb.com
https://www.dnb.com/products/finance-credit-risk/dnb-finance-analytics/credit-intelligence.html
https://www.dnb.co.uk/products/third-party-risk/dnb-risk-analytics.html
mailto:hello@dnb.com
http://www.dnb.co.uk/
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❖ The Sourcing Playbook has detailed guidance - two key policies

○ Economic & Financial Standing

○ Resolution Planning

❖ Markets, Sourcing & Suppliers team (Cabinet Office) leads these 

across HMG, helping, supporting colleagues across HMG to 

implement and use these policies.

❖ Sourcing Playbook, and it’s specialised versions (e.g. Construction 

Playbook) supports more than just risk identification and mitigation.

❖ We also provide advice about difficult situations, concerns about 

specific suppliers or sectors, contingency planning and horizon 

scanning.



Support available to implement Playbook policies
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The activity of the Sourcing Programme goes beyond the production of the Playbook and guidance. In

order to deliver and embed the policies, we carry out a range of activities:

❖ Knowledge Drops - Awareness level training on the Sourcing Playbook

❖ Deep dive training sessions - For practitioners who may be applying those policies within the

coming months. Includes Delivery Model Assessments, Risk and Pricing Approaches and other

financial training such as Should Cost Modelling.

❖ E-learning modules - To strengthen understanding of policies

❖ ‘On the Shoulder Support’ providing specific support, often free to projects, on any part of the

Sourcing / Construction Playbooks and the key policies. Usually includes workshops on specific

policies in the context of your project, providing advice on best practice and guidance. Across

Government we are supporting a range of departmental projects with a combined value of over

£8bn.

Get in touch via sourcing.programme@cabinetoffice.gov.uk

mailto:sourcing.programme@cabinetoffice.gov.uk


Economic & Financial Standing
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EFS Purpose

❖ Assess bidders’ financial capacity to perform the contract

❖ Assess whether any appropriate risk mitigations can be put in place to address the 

identified issues

Risk inherent in contract / service

❖ Contract Tiering - Gold, Silver or Bronze

Appropriate Financial Metrics to review

❖ Nature of the service / contract, duration, sector, etc

Mitigations

❖ Requirements of supplier (Guarantees, Bonds)

❖ Contingency Plans / Exit Plans / Service Continuity Plans

❖ Project Bank Accounts

❖ Step-in Rights

Ongoing Monitoring



Resolution Planning
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Resolution Planning Purpose

❖ Supplier-level, not contract-level

❖ Sufficient information about a supplier to form the basis of a contingency plan to 

mitigate the impact on services of that supplier becoming insolvent.

❖ Not an assessment of a supplier’s financial viability

❖ Post-contractual requirement, not a procurement requirement

❖ Only one required per supplier

Risk inherent in contract / service

❖ If a “Critical” contract, then Resolution Plan required

❖ If supplier is “public sector dependent” then Resolution Plan required

Three components  

❖ Exposure - list of critical contracts

❖ Resolvability - corporate structure, operational interconnectedness, financial 

interconnectedness - if the TopCo became insolvent, what would happen to the rest of 

the business?

❖ Latest financial position - e.g. cash in business, pension scheme status
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21 September 2022

Global Government Forum event: 

Keeping services solvent: how government can build a resilient public sector supply chain
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Overview

1. What are the causes of supply chain disruption?

2. How do commercial teams monitor supply chains?

3. How is government encouraging sustainable supply chains?

4. How is the NAO evaluating sustainability?

5. What good practice guidance is available?

a) Improving government data

b) Climate risk

c) Managing the commercial lifecycle

d) Corporate finance 

Financial and corporate 

performance

Sustainability - ESG

Public 

procurement & 

supply chains

Insights from the NAO’s work and references to government guidance
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1. What are the causes of supply chain disruption?

Pharmaceuticals Energy

Construction Banking PPE

Trains

Our studies indicate that a range of factors 

contributed to supply chain disruption

• Collapse in passenger demand

• Demand exceeds inventory and supply during crisis

• Major increase in cost of inputs / supply (e.g. 

energy)

• Wholesale funding market frozen 

• Lack of liquidity, working capital 

• Regulation / governance issues

• Project management / systems / technology

Our work programme has examined the cost to the taxpayer of maintaining the provision of public 

services. Disruption can occur in outsourced / contracted services as well as private sector providers

Home 

insulation
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Health Schools Higher 

education

Adult

social care

Water

Local government

We have seen a range of approaches to 

monitoring financial performance

• No monitoring of financial performance

• Data collection / information request

• Financial ratio analysis

• Forecasts and stress testing

• Benchmarking

• Regulating profit rates

We have also looked at how disruption is 

addressed

• Public ownership

• Supplier of last resort

• Special administration 

Defence

Testing

We have looked at a variety of approaches to monitoring financial performance and risk. This responsibility 

requires commercial acumen, and proportionality to be applied by the procuring authority or regulator

2. How do commercial teams monitor supply chains?

Energy
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The net zero strategy places sustainability at the top of the agenda for government supply chains

B. National Procurement Policy Statement 

3. How is government is encouraging sustainable supply chains?

A. Net Zero

C. Carbon Reduction Plans (£5m+ procurements)

Contracting authorities must confirm that the supplier 

has self-certified that their submitted Carbon Reduction 

Plan conforms to the required reporting methodology as 

defined in the Technical Standard for the completion of 

Carbon Reduction Plans

The key issue to be assessed is whether a bidder 

has taken steps to understand their environmental 

impact and carbon footprint relevant to the delivery 

of the contract
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4. How is the NAO evaluating sustainability?

Recent themes from our work

• Reducing carbon emissions from the 

government estate takes time

• Encouraging adoption of electric vehicles 

extends well beyond the government fleet

• Schemes to support households to improve 

energy efficiency require a supply chain

• Estimates of the cost of electrifying the 

passenger rail network vary

• Addressing flood risk challenges traditional 

insurance markets

Flood risk

Net Zero Rail

Defence

estate

Energy

efficiency in homes

Electric

vehicles

Our work programme has examined how government is addressing Net Zero through its own spending 

and how this creates opportunities and challenges across the wider economy

Defence

https://www.nao.org.uk/wp-content/uploads/2021/02/Reducing-Carbon-Emissions-from-cars.pdf
https://www.nao.org.uk/wp-content/uploads/2020/12/Achieving-net-zero.pdf
https://www.nao.org.uk/wp-content/uploads/2020/11/Managing-flood-risk.pdf
https://www.nao.org.uk/wp-content/uploads/2020/05/Environmental-Sustainability-Overview.pdf
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5a. Improving government data

The way forward

• Reviewing why initiatives have failed in the past

• Embedding data standards

• Improving data quality 

• Addressing legacy issues

• Enabling data-sharing

Conclusions 

• Government data is a leading cause of inefficiencies

• Organisations need to acknowledge the importance of 

fixing underlying data issues

• Data needs to be managed and this cannot be achieved 

without focused effort, funding and prioritisation

• Initiatives tend to peter out when the going gets tough, but 

it is important to continue

• Fully addressing the issues highlighted in this guide could 

bring substantial benefits by enabling reform 

and transformation

We have published good practice guidance encouraging senior leaders to improve government data
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5b. Climate change risk
We have published a guide for audit and risk committees to address climate change risk

Challenge questions for audit and risk committees:

• Governance and leadership

• Integration

• Collaboration and best information

• Risk 

• identification and assessment

• treatment

• monitoring

• reporting
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5c. Managing the commercial lifecycle
Last year we published guidance to help procurement teams manage the commercial lifecycle and corporate 

finance activities
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5d. Corporate finance in the public sector
We have just published a guide to corporate finance in the public sector, which looks at 

14 themes, grouped across 3 areas – drawing together our insights from our audit work
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Thank you

For more information about the work of the NAO

Visit our website

www.nao.org.uk

or follow us on twitter

@NAOorguk

http://www.nao.org.uk/
https://twitter.com/naoorguk


Continue this conversation…

Join us for our webinar tomorrow:

The future of the office in the public sector

Register here:
https://us02web.zoom.us/webinar/register

/WN_rkXK0Pi6Qgq3_FYxJY4I0Q

22 September 2022

14:30 BST

https://us02web.zoom.us/webinar/register/WN_rkXK0Pi6Qgq3_FYxJY4I0Q

